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Decision/action requested

It is proposed to endorse the content of this document.
2
Reference
[1]
R2-1707496

[2]
C1-173748
3
Rationale

For the reception of UE’s NR security capabilities, a number of decisions should be taken.
4
Detailed proposal
When a UE performs X2 handover procedure, the security capabilities shall be also transferred from the source eNB to the target eNB via handover request message. However, if a 5G UE moves from an enhanced eNB that supports NR security capabilities to a traditional eNB, and then moves to another enhanced eNB again, the NR security capabilities will be dropped by the traditional eNB due to the fact that the traditional eNB does not understand the 5G UE’s NR security capabiliteswhen it receives the handover request massage during the first handover procedure. Therefore, when the second handover completes, the target eNB will not able to use the UE’s NR security capabilities any more.
Observation 1: The target eNB will not able to use the UE’s NR security capabilities if the UE was moving from a traditional source eNB to an enhanced one via X2 handover.

If the target eNB wants to setup EN-DC with a gNB, it is possibe for the eNB to obtain the NR security capabilites either from the UE side or core the network side. RAN WG2 expressed their worries on the negative consequences if the UE’s NR security capabilities are requested by the eNB and then passes to the gNB in [1], and they prefer obtaining the UE’s NR security capabilities from the core network which is consistent with the solution of standalone NR.
Observation 2: RAN WG2 does not want to introduce additional signalling load and delay to setup EN-DC, and prefers obtaining the UE’s NR security capabilities from the core network which is consistent with the solution of standalone NR.

Then, CT WG1 has also confirmed that there is MME inpact for E-UTRAN-NR Dual Connectivity and that handling the UE’s NR security capabilities in the NAS layer for option 3 is acceptable in [2].
Observation 3: CT WG1 has confirmed that handling the UE’s NR security capabilities in the NAS layer for option 3 is acceptable.

Thus, there is a need to make sure that the (enhanced) eNB can obtain the NR security capabilites to setup EN-DC. Given that there are three scenarios in which the eNB can obtain the UE’s NR security capabilities, the proposals are listed as follows:

For initial context setup, the UE’s NR security capabilities shall be sent by the (enhanced) MME to the eNB (MeNB) during initial context setup procedure. This scenario is that the MeNB is just the eNB which the UE attached to at the beginning.

Proposal 1: The UE’s NR security capabilities shall be sent by the MME to the eNB during initial context setup procedure when no handover happens.

For S1 handover, the UE’s NR security capabilities shall be sent by the target MME in the handover request message. This scenario is that the UE first attached to an eNB and then moved to another eNB (MeNB) via S1 handover.

Proposal 2: The UE’s NR security capabilities shall be sent by the target MME in the handover request message during S1 handover procedure.

For X2 handover, the UE’s NR security capabilities shall be sent by the source eNB (enhanced) to the target eNB (MeNB) in the handover request message. If the source eNB is a traditional eNB that cannot provide the UE’s NR security capabilities due to non-support, the MME will send them via path switch ACK message after verifying they are locally stored in the MME. Here we suppose all the MMEs are updated to enhanced ones to support inter-system handover. This scenario is that the UE first attached to an eNB and then moved to another eNB (MeNB) via X2s d handover. 
Proposal 3: The UE’s NR security capabilities shall be sent by the MME in path switch ACK message during X2 handover procedure if the target eNB does not or is unable to receive them from the source eNB.

5
Conclusion
The following observations have been made:

Observation 1: The target eNB will not able to use the UE’s NR security capabilities if the UE was moving from a traditional source eNB to an enhanced one via X2 handover.
Observation 2: RAN WG2 does not want to introduce additional signalling load and delay to setup EN-DC, and prefers obtaining the UE’s NR security capabilities from the core network which is consistent with the solution of standalone NR.
Observation 3: CT WG1 has confirmed that handling the UE’s NR security capabilities in the NAS layer for option 3 is acceptable.
The folowing proposals are identified:
Proposal 1: The UE’s NR security capabilities shall be sent by the MME to the eNB during initial context setup procedure when no handover happens.
Proposal 2: The UE’s NR security capabilities shall be sent by the target MME in the handover request message during S1 handover procedure.

Proposal 3: The UE’s NR security capabilities shall be sent by the MME in path switch ACK message during X2 handover procedure if the target eNB does not or is unable to receive them from the source eNB.

6
Detailed proposal

SA3 is kindly requested to take into account the proposals in clause 4 when drafting TS. 

